Data Protection Impact Assessment
C L Addy Consulting Ltd trading as Virprac
Demographics
	Project name

	Outsourced Clinical Coding

	GP Practice involved

	Rowcroft Medical Centre

	Implementation date

	9th April 2026


Screening questions
	Will the process, service or system include the processing₁ of personal₂ or sensitive₃ information?
	Yes 

	Will the process, service or system involve the collection of new information about individuals?
	Yes 

	Will the process, service or system compel individuals to provide information about themselves?
	 No

	Will personal information be released/shared with organisations or people who have not previously had access to the information?
(Internally with GP Practice departments and potentially externally with health organisations)
	Yes

	Are you using the information for a different purpose than originally agreed or communicated to the data subject?
	 No

	Does the process or system involve the use of new technology that might be perceived as being privacy-invasive?
(i.e. biometrics, cookies, fingerprint identification, IP addresses etc.)
	No

	Will the project result in you making decisions or taking action against individuals in ways which could have a significant impact on them? Positive or negative?
	No

	Is the information about individuals likely to raise privacy concerns or expectations?
(Health records, or other information that individuals are likely to consider as private)
	Yes

	Will the process or system require you to contact individuals in ways, which they may find intrusive?
	No

	Has this process or system already started as a pilot without a DPIA being undertaken?
	No


Third party
	Are you engaging with a 3rd party?

	Yes
C L Addy Consulting Ltd trading as Virprac


	If so, please supply their name, registered address, lead individual and contact details

	C L Addy Consulting Ltd trading as Virprac
Registered address:
Cobalt Business Exchange
Cobalt Park Way
Wallsend
NE28 9NZ


	Are they registered with the ICO?*

	Yes
Registration reference:
ZA628774
Date registered:
13 February 2020
Registration expires:
12 February 2027


	Have they completed the Data Security and Protection Toolkit?*

	Yes
ODS code: 8KH44

	What type of contract do you have with the 3rd party?
(Standard NHS contract, supplier contract, other)

	Supplier Service Level Agreement


*If the provider does not have the above then they cannot process PID.
System information
	Will you be utilising any new technology or changing how you work with a current technology? If so, what is its name?

	Na

	Can the system use pseudonyms or anonymous data?

	Na 


IT
	Who provides the supplier / system IT support?

	SystmOne

	If the IT support is provided by someone other than the supplier please provide their name and contact details

	

	Will Cloud Technology be used?

	No


Information 
	Please detail the information flows. This can be done via diagram / drawing
This should include how individuals enter the process, what happens to their information as they move through it and how they then leave

	Documents received by the Practice added to an electronic batch within the clinical system for Virprac.
Virprac operatives access the batch and deal with each individual document using defined processes agreed by practice and provider.
Access to the clinical system is via NHS Smartcard.

	Does the information involved need to be added to your Information Asset Register?

	Yes

	Who is the information about?

	Patients

	What types of information are included in the processing?

	
· Person sensitive details
· Family / lifestyle circumstances
· Education
· Employment
· Financial
· Criminal convictions / offences
· Racial or ethnic origins
· Religious (or similar) beliefs
· Health related details
· Sexual health



Transparency
	Does the processing need to be included on your Privacy Notice?

	Yes

	If the processing is already included in your Privacy Notice but you are changing how you do it, do you need to let the patient know via some other means? (i.e. is the change enough to warrant sending your patients a letter to let them know what is happening?)
	Processing is already included


Legal Basis
	What is your Article 6 legal basis?

	Direct Care under UK GDPR : Article 6(1)(e) ‘…necessary for the performance of a task carried out in the public interest or in the exercise of official authority…’

	What is your Article 9 legal basis?

	Article 9(2)(h) ‘necessary for the purposes of preventative or occupational medicine’

	If you are relying on consent, how are you recording it?

	na

	Please list any applicable legislation that covers the processing.
	The Childrens Act
Health and Social Care Act
Equality Act

	How can patient exercise their rights?

	Yes

	Does the National Data Opt-Out apply?

	No – not being used for research or planning purposes. It is individual direct care.


Data minimisation
	Is the project using the minimum amount of information necessary for the purpose?

	Yes

	Have you considered whether the project can proceed without the need for personal data?

	na


Access
	Who in the GP Practice has access to the data?

	All employees and ARR staff linked to the practice.

	Who from within the supplier or their external IT support can access the data?

	Supplier employees actively providing services as set out in SLA have access to clinical systems only.
Internal IT support staff do not have access to patient data

	For any of the access detailed above, can you / the supplier audit who has accessed the data?

	Yes

	How often is the audit undertaken?

	Monthly access audit & data quality audit


Training
	What Data Protection training have supplier staff received?

	All statutory and mandatory training required of GP practice non-clinical staff including information governance and data security training as required by DPST

	What training will GP Practice staff receive on the new system?

	Only applicable to Clinical Coders who work closely with Virprac.


Storage
	Where does the GP Practice store the data involved?

	In the clinical system

	What format does the GP Practice store the data?

	Secure and encrypted. Accessible only by authorised users.

	Where does the supplier store the data involved?

	No data is stored off site other than email address and name of key management contacts in GP practice

	What format does the supplier store the data?

	na


Information Sharing
	Will the data be shared with anyone else not mentioned above?

	No

	If yes, what is in place to support the sharing? (i.e. Information Sharing / Processing Agreements, Protocols, Contracts, Memorandum Of Understanding)

	


Security
	What security controls does the GP Practice have to keep the data secure?

	Access is only via authorised users. Biannual audits take place. Access is removed when no longer employed.

	What security controls does the supplier have to keep the data secure?

	· Antivirus updates are audited and kept are up to date
· Premises are secure with areas where work takes place are restricted to authorised personnel only
· MS 365 is used to restrict access to all customer system immediately where necessary
· Equipment can be locked remotely where removed from premises without permission
· Equipment locations are tracked on a 15 minute basis


	If you are sending data from one organisation to another, how are you doing this securely?

	N/A


Data Quality
	Are there processes in place to check the quality of the data? If so, please detail

	Internal data quality is monitored monthly on a retrospective basis and in real time, daily, by in house senior staff.


Direct Marketing
	At any point during the project will you be using the data involved to contact your patients and offer them a product or service? (regardless of whether they have to pay for it or not)
	No


Retention
	How long are you retaining the data?

	Indefinitely within the patient’s electronic clinical record.

	How long is the supplier retaining the data?

	N/A

	Does any party intend on retaining the data after the retention date in an anonymised format?

	Na


Destruction
	How will you securely destroy the data once it is no longer needed?

	Na

	How will the supplier destroy the data once it is no longer needed?

	Na


Risk Assessment
	Do you perceive there to be any risks to the information?
Please state risks
	No as all parties can only access data if authorised

	For the above risks identified, please outline the mitigations
	

	Once the mitigations above are implemented, how would you score any remaining risk in the following Risk Assessment? If you consider that there are no remaining risks give a value of 1 for both Likelihood and Severity.



Sign off

	Who is completing the DPIA? 

	Catherine Addy for Virprac
Ceri Gardener for Rowcroft Medical Centre


	The name, role and signature of the individual approving this document

	Name: Catherine Addy
Role: (IG Lead / Data Protection Officer / Caldicott Guardian / Senior Information Risk Owner)
Signature:
[image: A close-up of a signature

Description automatically generated]
Date: 09/04/2026

	The name, role and signature of the individual approving this document

	Name: Dr Jim Holmes
Role: (Caldicott Guardian / Senior Information Risk Owner)
Signature: [image: ]
Date:  9.4.26
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